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CYBERCRIME: WHAT WE SEE

As an ISP, Fastweb receives and manages notices about
abuse and vulnerable or compromised customers, from

iIndividuals, independent organisations, partners and
Government institutions.

Of these:
« 5% are about residential customers

* 15% are about large customers
« 80% are about SMEs
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CYBERCRIME: WHY?

Why are SMEs attacked or abused so
prevalently?



SME SCENARIO: ONLINE!

You run a business.

Your business needs a website to sell or showcase its products,
gather leads, or offer a service to its customers.

Or maybe you need to automate some business process.

Website and basic IT development skills are readily available and
affordable.

So are computing power and network connectivity.

So you roll your own and you’re online in no time and with little
expense.
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SME SCENARIO: SOMETHING'S
WRONG

So far, so good: you're online and your business thrives.
Until your website stops sending email to your customers.

Or until somebody calls you and asks why your website has a page
to steal credit card information from Bank X.

Or until your network becomes slow and your website goes offline.

Or until somebody calls you and says something incomprehensible
about ‘botnets’.
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SME SCENARIO: WHAT'S GOING ON?

What happened?

By rolling out your website or service, you created something that
can be reached by anybody on the Internet.

In other words, you created an attack surface.

After a while, somebody took advantage of that attack surface to co-
opt your computers and resources into working for them.
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SME SCENARIO: NOT MY BUSINESS?

But why would anyone attack my website?
My business doesn’t do anything sensitive!
It isn’t even that visible!
Most threats to SMEs are opportunistic:

1. they are not after your business

2. they use your resources to conduct illegal activity
3. they scan the whole Internet looking for opportunities

PG. 10



SME SCENARIO: WHY

What are these opportunistic threats?

Spam (abusing your email server to send spam email)
* Your website stops sending email to your customers

* Phishing (abusing your website to steal credit card / banking info)
 Somebody calls you asking why

« Denial-of-service attacks (abusing your network bandwidth to

attack others)
* Your network gets slow and your website goes offline

« Command & Control (abusing your computers to command
thousands of other compromised ones)
« Somebody calls you and says something about ‘botnets’
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SME SCENARIO: SO COMMON?

Are these vulnerabillities actually that
common??



SME SCENARIO: VULNERAB
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SME SCENARIO: VULNERAB
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SME SCENARIO: WHY SMEs?

Residential customers offer little to no attack surface to these
threats.

Large organisations do have attack surfaces, but they also have
processes, people and resources to manage ICT security risks.

SMEs have attack surfaces but need to focus on their business, not
computer security.

Unfortunately, ICT security skills are expensive and hard to find.

But fortunately, they can be outsourced!
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ICT SECURITY: Ia visione di FASTWEB
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IL MODELLO MANAGED SECURITY
SERVICES
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L OFFERTA FASTWEB
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FOCUS su DDoS MITIGATION
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DDoS MITIGATION: come funziona
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FOCUS su LOG MANAGEMENT &
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CONCLUSIONI
| NUOVI MODELLI DI BUSINESS PUNTANO
SU CLOUD, SOCIAL e MOBILITY
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COMPFPETENZE
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