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Who	
  am	
  I?	
  

•  Ma;eo	
  Meucci	
  
– Working	
  on	
  Applica0on	
  Security	
  from	
  2002	
  
– OWASP	
  Italy	
  Founder	
  and	
  President	
  from	
  2005	
  
– OWASP	
  Tes0ng	
  Guide	
  lead	
  from	
  2006	
  
– Founder	
  and	
  CEO	
  at	
  Minded	
  Security	
  the	
  SoMware	
  
Security	
  Company	
  from	
  2007	
  



1.	
  INTRODUCTION	
  TO	
  BANKING	
  
MALWARE	
  ATTACKS	
  
	
  



Malware	
  Banking	
  A;acks	
  In	
  Measured	
  Data	
  

5%	
  of	
  bank	
  users	
  
are	
  infected	
  by	
  some	
  
malware	
  (Ref	
  Minded	
  
Security)	
  

0.1	
  %	
  of	
  are	
  
users	
  of	
  cri0cal	
  risk	
  of	
  
account	
  takeover	
  

(Ref	
  Minded	
  Security) 

4381	
  users	
  
a;acked	
  by	
  malware	
  in	
  1	
  

month	
  in	
  U.K.	
  	
  
(Ref	
  Kaspersky) 

1.7	
  Mil	
  
phished	
  bank	
  users	
  

worldwide	
  in	
  1	
  month	
  
(Ref	
  Kaspersky)	
   

11	
  %	
  of	
  overall	
  
popula0on	
  vic0m	
  of	
  

phishing	
  	
  
(Ref	
  Verizon) 

0.4	
  %	
  of	
  users	
  
of	
  high	
  risk	
  of	
  account	
  
takeover	
  	
  
(Ref	
  Minded	
  Security) 
 



Malware	
  Banking	
  &	
  Cyber	
  Threat	
  Agents	
  	
  

1995 2000 2005 2010 2015

Threat	
  Actors:	
  Occasional	
  Intruders	
  
Motives:	
  Testing	
  and	
  probing	
  
Systems	
  and	
  channels,	
  computer	
  
disruptions,	
  hacking
Attacks:	
  Exploiting	
  absence	
  of	
  
security	
  controls,	
  sniffing	
  data	
  traffic

Threat	
  Actors:	
  Script	
  Kiddies,	
  
Motives:	
  Notoriety	
  and	
  fame,	
  
world-­‐wide	
  notoriety	
  spread	
  virus	
  
and	
  worms,	
  computer	
  disruptions,	
  
profit	
  from	
  botnet-­‐	
  spamming
Attacks:	
  Viruses,	
  Worms,	
  DoS,	
  
Buffer	
  Overflow	
  Exploits,	
  
Spamming,	
  Sniffing	
  Network	
  
Traffic,	
  Phishing	
  emails	
  with	
  viruses	
  

Threat	
  Actors:	
  Fraudsters,	
  	
  cyber-­‐gangs	
  
Motives:	
  Identity	
  Theft,	
  Online	
  and	
  
Credit/Debit	
  Card	
  Fraud
Attacks:	
  SQLi,	
  Sniffing	
  Wireless	
  Traffic,	
  
Session	
  Hijacking,	
  Phishing,	
  Vishing,	
  
Drive	
  by	
  Download,	
  Account	
  take-­‐over,	
  
MitM,	
  MiTB,	
  counterfeiting,	
  banking	
  
malware,	
  Trojans

Threat	
  Actors:	
  Hacktivists,	
  cyber	
  
criminals,	
  country	
  sponsored	
  spies,	
  
cyber-­‐warfare	
  actors,	
  fraudsters,	
  
Motives:	
  Political,	
  	
  Stealing	
  Company	
  
Secrets,	
  Fraud,	
  Reputation	
  Damage
Attacks:	
  DDoS,	
  	
  APTs,	
  Account	
  Take	
  
Over,	
  MitM,	
  MitB,Session	
  Hijacking,	
  
Phishing,	
  Web	
  Injections,
Banking	
  Malware,	
  
POS	
  Malware

Levin	
  -­‐
Citi	
  

(1998)

Mafia	
  Boy-­‐
DDoS	
  
Yahoo,	
  

Ebay,	
  CNN	
  
(2001)

Ancheta	
  Spam
-­‐Botnets
(2004)

Lloyd-­‐
Omega	
  
(1996)

De	
  Guzman-­‐
ILOVEYOU	
  virus

(2000)	
  

Jaschan-­‐
Sasser	
  Worm	
  

(2004)

Gonzales	
  Gang,	
  TJ-­‐Maxx,	
  
Heartland	
  Payment	
  Systems,	
  

Hannaford	
  Bros	
  (2007)

Bank	
  Trojan	
  Zeus-­‐	
  Russian
Cyber-­‐Gang
	
  (2010)

LulzSec	
  DDoS	
  &	
  
Sony	
  (2011)

Anonymous,	
  DDoS	
  &	
  
Hacking	
  (2011)	
  

AQCF	
  DDoS
	
  US	
  Banks	
  (2012)

Taraspov	
  
Target	
  POS	
  Malware

(2013)

Israel-­‐Palestine,	
  
DDoS	
  (2012) 	
  Rodriguez

	
  &	
  Yeje	
  $	
  45	
  mil,	
  
Rakbank

ATM	
  heist	
  (2013)

Evolution	
  of	
  Cyber-­‐Threat	
  Actors	
  (1995-­‐present)	
  

Threat	
  Actor	
  (TTP)	
  
Tools,	
  Techniques	
  
&	
  Procedures	
  
Sophistication



1.1	
  THE	
  INFECTION	
  



Bubba	
  
“the	
  Worm”	
  

Hippo	
  
“the	
  Trojan	
  Horse”	
  

Wally	
  
“the	
  SpyWare”	
  

Blacky	
  
“the	
  MitB”	
  

Gino	
  
“the	
  User”	
  

Courtesy of www.securelist.com 



Common	
  Malware	
  Features	
  

•  Malware	
  is	
  executed	
  on	
  user	
  devices	
  
WITHOUT	
  EXPLICIT	
  user	
  consent	
  

•  They	
  can	
  keep	
  control	
  of	
  the	
  device	
  
•  They	
  can	
  halt	
  or	
  damage	
  the	
  user	
  device	
  
•  They	
  can	
  alter	
  the	
  user	
  browsing	
  experience	
  
•  They	
  can	
  harvest	
  user-­‐data	
  and	
  device	
  
informa0on	
  

•  They	
  can	
  modify	
  the	
  informa0on	
  on	
  the	
  device	
  



Headline	
  Breaking	
  News	
  

•  23%	
  OF	
  RECIPIENTS	
  NOW	
  OPEN	
  PHISHING	
  
MESSAGES	
  AND	
  11%	
  CLICK	
  ON	
  
ATTACHMENTS.	
  (Verizon	
  data-­‐breach-­‐
inves0ga0on-­‐report-­‐2015)	
  

•  Users	
  open	
  email	
  AOachments,	
  it’s	
  proven!	
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Courtesy of www.securelist.com 



Real	
  example	
  



Infec0on	
  Campaigns	
  

•  Email	
  Messages	
  
•  Social	
  Network	
  Chats	
  
•  Social	
  Engineering	
  
•  Infected	
  Websites	
  
•  Malver0sing	
  

13 

Subject: Invoice 0518900  
Dear Customer 
  
Invoice 0518900 can be downloaded 
at the following address 
 
http://evildomain.Filename.zip?
_nconto=email	
  



1.2	
  THE	
  ATTACK	
  



A;acks	
  

•  A;acks	
  against	
  bank	
  website	
  are	
  performed	
  through	
  Man	
  in	
  
The	
  Browser	
  

•  The	
  Trojan	
  is	
  a;ached	
  to	
  the	
  browser	
  process	
  and	
  can	
  alter	
  
h;p	
  request	
  and	
  responses	
  
– Web	
  Injects	
  
–  Request	
  Hijacking	
  
–  Creden0al	
  Stealing	
  (Keylogging	
  /	
  Screenshoeng)	
  
–  OTP	
  TheM	
  à	
  secondary	
  mobile	
  infec0on	
  

1
5 



Banking	
  Malware	
  A;ack	
  Complexity	
  

2010 2009 2011 2012 

Zeus v1.3 

Spyeye 
Video Grabbing Plugin 

Zitmo / Spitmo / Faketoken 
Mobile Phone Hijackers 

Citadel 
Dynamic Web Injects 

Zeus P2P 
With ATS Scripts 

M
IT

B
 A

tta
ck

 C
om

pl
ex

ity
 

Timeline 

Gataka Tatanga 
jQuery keyclick-logger 

Zeus 2.0.8.9 
Opensource 

2013 

Dyreza 
All Combined 

2007 

Silentbanker 

2014 

NeverQuest 
MachineLearning 

Indy Trojan 
Phishing Simulator 

2015 



Web	
  Fraud	
  Social	
  Engineering	
  
! Malware	
  Asks	
  for	
  User	
  disposal	
  creden0als	
  
! A;ack	
  is	
  customized	
  upon	
  bank	
  authen0ca0on	
  process	
  
! Custom	
  Webinjects	
  are	
  oMen	
  made	
  by	
  professional	
  developers	
  

Minded	
  Security	
  –	
  Tatanga	
  Trojan	
  A;ack	
  Analysis	
  



Banking	
  Malware	
  So-ware	
  Solu0on	
  

18 Source:	
  h;p://cyb3rsleuth.blogspot.co.uk	
   Citadel	
  1.3.3	
  (Spring	
  Edi0on)	
  



1
9 

Dropzone	
  (where	
  data	
  is	
  stored)	
  
! Banking	
  Malware	
  Infec0ons	
  need	
  to	
  be	
  controlled	
  remotely	
  
! Bots	
  usually	
  implement	
  a	
  client-­‐server	
  model	
  
!  It’s	
  unusual	
  that	
  P2P	
  features	
  are	
  used	
  as	
  data	
  channel	
  

Minded	
  Security	
  –	
  A	
  Real	
  Citadel	
  Custom	
  Dropzone	
  



2.	
  TECHNOLOGIES	
  TO	
  MITIGATE	
  
WEB	
  FRAUD	
  RISKS	
  



An0malware	
  Solu0ons	
  
•  	
  Security	
  Strategy	
  should	
  be	
  Layered	
  

– More	
  layers	
  are	
  more	
  difficult	
  to	
  defeat	
  	
  
•  Fraud	
  detec0on	
  should	
  be	
  transparent	
  to	
  users	
  and	
  
aOacker	
  
–  Forcing	
  user	
  into	
  execu0ng	
  some	
  binary	
  is	
  a	
  bad	
  
prac0ce.	
  A;ackers	
  could	
  ask	
  them	
  to	
  install	
  “a	
  
stronger	
  ;;-­‐))	
  ”	
  security	
  solu0on.	
  

•  	
  The	
  Solu0on	
  Should	
  be	
  Flexible	
  
–  	
  Malware	
  changes	
  rapidly	
  and	
  the	
  solu0on	
  should	
  
change	
  accordingly	
  

•  	
  The	
  Solu0on	
  should	
  be	
  modular	
  
–  Correla0on	
  of	
  mul0ple	
  anomaly	
  detec0on	
  methods	
  can	
  
be;er	
  detect	
  unknown	
  0day	
  threats.	
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On-line Banking 

I would like to 
know which users 
are infected by 
malware to 
manage the risk 

From	
  a	
  banking	
  point	
  of	
  view:	
  the	
  scenario	
  

Non infected customer 

Infected customer 

On-­‐line	
   Banking	
   Fraud	
   Office	
   needs	
   tools	
   to	
   know	
   in	
   real	
  
0me	
  which	
  users	
  are	
  infected	
  and	
  could	
  be	
  defrauded	
  using	
  
the	
  on-­‐line	
  banking	
  service.	
  	
  	
  

I will modify 
the IBAN 
and money 
data 



On-line Banking 

AMT	
  Banking	
  Malware	
  Detector:	
  the	
  answer	
  

Not infected customer 

Infected customer 

I will modify 
the IBAN 
and money 
data 

AMT Banking 
Malware Detector 

I would like a 
technology to 
identify malware  
victims before they  
will be defrauded 



The	
  AMT	
  –	
  ANTI	
  MALWARE	
  TECHNOLOGY	
  

Agentless and Lightweight, Banking Malware Detector 

• Infection alerts: infected users 

• API for integration of information with customer fraud engine  



AMT	
  Control	
  Panel	
  

Detailed attack information 

Real time control of user infected Managing of infected clients risk 
  

Daily custom report 



•  Is	
  our	
  technology	
  unbreakable?	
  

Is	
  it	
  Unbreakable?	
  

•  Dyreza	
  bypassed	
  many	
  web	
  fraud	
  detec0on	
  technology!	
  



3.	
  THREAT	
  MODELING	
  APPROACH	
  TO	
  
MANAGE	
  THE	
  ATTACKS	
  COMPLEXITY	
  	
  
	
  



Malware	
  Domains	
  &	
  	
  Risk	
  Assessment	
  Ac0vi0es	
  

Compliance & 
Audits 

Vulnerability 
Risk 
Management 

Malware Attack 
Modeling 

Malware Risk 
Management 

Malware Threat 
Analysis 

Information 
Security 
Domain 

Threat  
Domain 

Malware Attack 
Simulation & Testing  

Risk 
Management 
Domain 

Security 
Incident 
Response  

Fraud Risk 
Management 

Malware Threat 
Intelligence 



Process	
  For	
  A;ack	
  Simula0on	
  And	
  Threat	
  Analysis	
  
(PASTA)©	
  	
  

Source:	
  Process	
  For	
  AOack	
  Simula\on	
  and	
  Threat	
  Analysis	
  Risk	
  Based	
  
Threat	
  Modelling	
  –	
  Marco	
  Morana	
  Partner	
  Minded	
  Security	
  UK	
  



Malware	
  Banking	
  Countermeasures:	
  Requirements	
  

4)  Transparent	
  to	
  the	
  user	
  

1)  Authen0ca0on	
  engineered	
  with	
  a	
  threat	
  model	
  of	
  malware	
  
a;acks	
  such	
  as	
  MitB,	
  MITM	
  

2)  Malware	
  web	
  injec0on	
  detec0on	
  and	
  automa0c	
  Money	
  
Transfers	
  Detec0on	
  

3)  Agentless	
  (e.g.	
  no	
  soMware	
  to	
  download)	
  and	
  scalable	
  

6)	
  	
  Part	
  of	
  mul0-­‐layered	
  defense	
  

5)  Integrated	
  with	
  fraud	
  
detec0on	
  systems	
  and	
  SIEMs	
  



Malware	
  Response	
  Process	
  

•  This	
  is	
  a	
  chain	
  of	
  
required	
  steps.	
  	
  

•  A;ackers	
  need	
  to	
  
perform	
  successfully	
  
each	
  of	
  these	
  for	
  turning	
  
the	
  a;ack	
  into	
  a	
  
monetary	
  gain.	
  	
  

•  For	
  this	
  reason	
  the	
  
process	
  can	
  be	
  
reasonably	
  stopped	
  at	
  
any	
  level.	
  	
  

3
1 

Malware	
  

Iden0ty	
  
TheM	
  

Dropzone	
  Covert	
  
Channels	
  

Cashing	
  
Out	
  

Strategy	
  



Malware	
  Response	
  Process	
  

3
2 

Unhide	
  
Infec0on	
  

Block	
  
Iden0ty	
  
TheM	
  

Dropzone	
  
Response	
  

Reveal	
  
Covert	
  
channels	
  

Counter	
  
A;ack	
  
Cashing	
  
Out	
  

Proactivity 
Higher 

Lower 

Accuracy 
Lower 

Higher 

Fraud Detection 



Malware	
  Response	
  Process	
  

Infec0on	
  and	
  Control	
  

Iden0ty	
  /	
  Creden0al	
  TheM	
  

Data	
  Collec0ng	
  

Cash	
  Out	
  Prepara0on	
  

Cashing	
  Out	
  

Spam	
  Campaign	
  (Malware/
Phishing),	
  Web	
  Hacking,	
  Exploi0ng	
  

Campaign	
  

Keylogging,	
  FormGrabbing,	
  
Videograbbing,	
  Social	
  Engineering	
  

HTTP,	
  P2P	
  Network	
  Dropzone,	
  
Bullet	
  Proof	
  Servers,	
  Fast	
  Flux	
  

Support	
  Infrastructure,	
  
Automa0on	
  Engine,	
  Real0me	
  

Messagging	
  

Money	
  Transfer,	
  Mobile	
  Phone	
  
Charge,	
  Pump	
  &	
  Dump	
  



Malware	
  Response	
  Process	
  

Gen   Feb   Mar   Apr   May   Jun   Jul   Sep   Oct   Nov   Dec 

Infection Campaign 1 Infection Campaign 2 

Customization Cashing Outs 

Infected Users 

•  Infection floods could happen even months before 
cashing outs actually occur 

 



Malware	
  Response	
  Process	
  

Threat	
  Intelligence	
  

3
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Malware	
  Response	
  Process	
  

Threat	
  Intelligence	
  

3
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Malware	
  Response	
  Process	
  

Threat	
  Intelligence	
  

3
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Malware	
  Response	
  Process	
  

Threat	
  Intelligence	
  

3
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Malware	
  Response	
  Process	
  

Threat	
  Intelligence	
  

3
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The	
  Lessons	
  Learnt	
  from	
  Banking	
  Malware	
  Security	
  Incidents	
  

1.   Banking	
  malware	
  risks	
  are	
  escala\ng	
  targe\ng	
  bank	
  customers:	
  
Compliance	
  driven	
  controls	
  are	
  not	
  good	
  enough.	
  
Banks	
  are	
  liable	
  for	
  retail	
  bank	
  customer	
  money	
  losses	
  and	
  
exposed	
  to	
  law	
  suits	
  from	
  businesses	
  that	
  experienced	
  money	
  
losses.	
  

2.   Banks	
  need	
  to	
  improve	
  web	
  fraud	
  detec\on	
  controls:	
  
Detect	
  malware	
  web	
  injec0ons	
  origina0ng	
  from	
  banking	
  
malware	
  	
  
Simulate	
  malware	
  a;acks	
  to	
  iden0fy	
  mul0	
  layered	
  controls	
  	
  

3.   Suggested	
  malware	
  banking	
  risk	
  management	
  strategy:	
  	
  
	
  	
  	
  	
  	
  	
  	
  Iden0fy	
  the	
  assets	
  at	
  risk	
  
	
  	
  	
  	
  	
  	
  	
  Adopt	
  a	
  risk-­‐based	
  threat	
  modeling	
  process	
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Corporate	
  Site:	
  www.mindedsecurity.com	
  

	
  
AMT	
  Banking	
  Malware	
  Detector:	
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