From ZeusS to Dyre
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And how to use this knowledge
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Financial malware families

Rented malware 2 R Kit malware
Running as mar!aged silon Citadel Purchased and run
services setupin a by an attacker.
rented way. SpyEye2 / Tilon PowerZeu$S
Dricee Fecgao ! Bugat £ Cridex s lce-IX
New Goz Gameover £ P2P Zeus e KINS / vinZeuS
Dyre Hesperus
Carberp i

Private malware il o
Many members of a core Lego Gozi ISFB
group. Core group
spreads the malware. Shylock / Caphaw Tinba v1 Pandemiya

Sinowal / Torpig Dreambot

BankPatch

Tinba v2

Gozi-bugat
Gozi-bugat-miner

Gozi / Catch /
Neverquest




Cybercrime ecosystem

« In 2006 ZeusS appears - Ecosystem moving to
- The original cybercrime kit managed malware in 2010
. Author goes by the name of * Private groups

Slavik

- ZeuS becomes very popular
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°
Conspiracy to Participate in Racketeering Activity: Bank Fraud; Conspiracy to Violate the Computer Fraud and Abuse Act;
Conspiracy to Violate the [dentity Theft and Assumption Deterrence Act; Aggravated Identity Theft: Conspiracy: Computer Fraud
Wire Fraud; Money Laundering

EVGENIY MIKHAILOVICH BOGACHEV

..
sy

Aliases: Yevgeniy Bogachev, Evgeniy Mikhaylovich Bogachey, "lucky 123457, "slavik”, "Pollingsoon™

of P2PZeuS

DESCRIPTION
Date(s) of Birth Used: October 28, 1983
Height: Approximately §9* Hair: Brown (usually shaves his head)
Weight: Approximately 180 pounds Eyes: Brown

F ro m 2 O 1 1 - 2 O 14, P 2 Pze U S Ve ry (kcu:\(l;::gz Eo’z:!)l:i”\:rks in the Information R?c: :\":I:c

Technology fickd
p O p u | a r Remarks: Bogachey was last known to reside in Anapa, Russia. He is known to enjoy boating and may travel 1o

locations alone the Black Sea in his boat. He also owns roverty in Krasnodar. Russia.

Active worldwide &%) U.S. DEPARTMENT or STATE

DIPLOMACY IN ACTION soarch
L . [ ] /,,— ———————————————
| n 20 14 a | l e r yea rS Of | nveS | Iga | IO n SECRETARY KERRY | MEDIACENTER = TRAVEL | CAREERS & BUSINESS = YOUTH & EDUCATION

ABOUT POLICY COUNTRIES ECONOMICS, ENERGY ARMS CONTROL & CIVILIAN SECURITY PUBLIC DIPLOMACY ASSISTANCE &
| d b t h F B | b t t e t k STATE ISSUES & REGIONS & ENVIRONMENT INTERNATIONAL SECURITY & DEMOCRACY & PUBLIC AFFAIRS DEVELOPMENT
ed yV ine otnet IS taken P
d OW n New Reward for Cyber Fugitive
Department of Justice Assistant Attorney General for the Criminal Division Leslie Caldwell; Assistant Secretary of State for International Narcotics and Law Enforcement

Affairs Willam Brownfield; Federal Bureau of Investigation (FBI) Assistant Director for Cyber Security Joseph Demarest; and, U.S. Attorney for the Western District of
Pennsylvania David Hicktor

Washington, DC

Slavik’s identity becomes known

B...|2:30 P.M. EST
-H HE WASHINGTON FOREIGN PRESS CENTER, WASHINGTON,
(. ™~
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But more are coming
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Automated vs hybrid attacks

Automated attack: inject code does everything
Hybrid attack: most steps by operator
ATS: expensive setup, scales well

Hybrid: cheap to setup, scales less
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Dridex

Dyre
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Threats in Italy
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October 25-28,2015
Hotel del Coronado
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The game is nhot about malware anymore
Threats evolve, they don’t appear out of nowhere
Successful organizations share
In intelligence, content is key
Use it to protect your channels in real-time
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