
Real-­‐&me  contextual

cyber  intelligence


From  ZeuS  to  Dyre

In  20  minutes




And  how  to  use  this  knowledge  

to  fight  fraud


Eward  Driehuis  
driehuis@fox-­‐it.com




Figh&ng  cybercrime

since  1999


Figh&ng  online  threats

since  2006


200  employees,

75  dedicated  to

online  threats


Proven  track  record


Fox-­‐IT  technology  leadership
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Cybercrime  ecosystem

•  In  2006  ZeuS  appears

•  The  original  cybercrime  kit

•  Author  goes  by  the  name  of  
Slavik


•  ZeuS  becomes  very  popular


•  Ecosystem  moving  to  
managed  malware  in  2010


•  Private  groups




The  life  &  death  
of  P2PZeuS


From  2011  –  2014,  P2PZeuS  very  
popular

Ac&ve  worldwide

In  2014  aUer  years  of  inves&ga&on  
lead  by  the  FBI  botnet  is  taken  
down

Slavik’s  iden&ty  becomes  known








Today

•  Former  P2PZeuS  customers  
building  alterna&ve  
plaXorms:  Dyre  and  Dridex


•  Remnants  of  Carberp  
involved  with  Anunak


•  Banking  aZacks,  ATM  
cashouts,  retail  aZacks  
and…  Espionage


•  But  more  are  coming




Automated  aZack:  inject  code  does  everything


Hybrid  aZack:  most  steps  by  operator


ATS:  expensive  setup,  scales  well


Hybrid:  cheap  to  setup,  scales  less


Automated  vs  hybrid  aZacks






Threats  in  Italy




Sharing,  content  &  automa&on


Content


Sharing  
plaXorm


Threat  
automa&on






The  game  is  not  about  malware  anymore

Threats  evolve,  they  don’t  appear  out  of  nowhere


Successful  organiza&ons  share

In  intelligence,  content  is  key


Use  it  to  protect  your  channels  in  real-­‐&me



