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AGENDA 

 

Ø  Lo scenario evolutivo 

Ø  I lavori del SecurePay Forum 

Ø  La revisione della Direttiva PSD (PSD2) 
 



3 

Strumenti di pagamento: il contesto 

•  Aspetti evolutivi: 
–  TECNOLOGIA: convergenza piattaforme Internet, 

Telefonia cellulare, TV digitale. 
 

–  NORMATIVA (PSD, D.“SalvaItalia”, ..):   
•  apertura verso soggetti “non bancari”; 
•  Competizione, riduzione dei costi, interoperabilità, 

pagamenti elettronici, war-on-cash. 
 

–  MERCATO: nuovi operatori => 
•  Telco operator 
•  OTT (Google, Apple, Facebook, Paypal..) 
•  Grande distribuzione (GDO). 

  è Osservati progetti molto innovativi 



IT security: un nuovo Framework ? 

•  PSD2: Payment Service Directive revision 
(proposal COM(2013) 547) 

•  NIS: Networks and Information Security 
Directive (proposal COM(2013) 48) 

•  eIDAS: Regulation on Electronic 
identification and trust services for 
electronic trans. in the internal market  
(proposal COM(2012) 238/2) 

•  DPR: new Data Protection Regulation    
(proposal COM(2012)0011) 
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PSD2 NIS 

DPR eIDAS 
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SecuRe Pay Forum: i membri 
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Attività in corso 
 

–  Internet Payments:  pubblicato 31 gen.  2013 

–  Payment Account Access : consultazione chiusa (aprile 2013) 

–  Mobile Payments: consultazione pub. [20 nov. 2013 – 31 gen. 2014 ]  

–  Information sharing x IT security incidents: in corso 

–  Analisi spot : domini Internet, incidenti sicurezza,  

segnalazioni Europol, etc. 

 

SecuRe Pay Forum: le attività 
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SecuRe Pay Forum: i principi 

1.  Security Policies  
–  documentation, roles/responsibilities,  

risk assessment ); 

2.  Strong Customer Authentication  
–  two-factors-authentication; 
–  one dynamic factor (not reusable); 

3. Real-time transaction monitoring 
–  transactions screening/evaluations; 
–  suspicious transaction detection/blocking 

4.  Data Protection  
5.  Customer awareness, support, and 

information.  



q Scope 

•  Proximity contactless (NFC, QR-Code,.); 
•  Remote Payments (App, ) 
• MNO channels (SMS, USSD,..) 
 

q 14 Raccomandazioni, suddivise in KC 
 

q Peculiarità del mondo Mobile: 
•  Device «personale» dell’utente; 
•  Uso tecnologia wireless; 
•  Ecosistema complesso (Issuer, Telco,  

Hw vendors, TSM, etc..); 
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M-Payments: il draft del SecurePay F. 
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…Architettura M-Payments 

SE Access Control 

Modem 
NFC 

NFC radio signal  
Application 

Client Apps – User Interface 

SECURE 
ELEMENT 

SE Access Control 

Transaction Messages 

Modem 
NFC 

SE interface 
Phone operating system 

NFC-enabled handset 

UI-APP 

SE-Applet 

CONNECTION TECHNOLOGY 
(SMS, USSD, WAP, Wi-Fi, Internet, etc..) 

DISTRIBUTION CHANNEL 
(SW download, updates, APP blocking,.) 

ENROLMENT CHANNEL 
(provisioning of auth. credentials) 

ACCOUNT ACCESS CHANNEL 
(Add Funds, statement info, remote P2P,..) 

REMOTE ENTITIES 

PSP, Wallet 
Issuers, 
application owner 

PSP, Wallet 
Issuers, TSM, 
MNOs, Merchants, 
Transport Co. 

TSM/OTA, 
App-store, 
Web site, 
SMS, etc. 



Secure Pay Forum: i documenti  
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èInternet Payments: Rilasciate 
 
èAccesso ai conti: Consult. chiusa 
 

 

èMobile Payments  
(proximity, remote, SMS, .) 
Consultazione  avviata  
novembre 2013 

http://www.ecb.europa.eu/press/pr/date/2013/html/pr130131_1.en.html 
 

http://www.ecb.europa.eu/press/pr/date/2013/html/pr131120.en.html 
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PSD1 vs. PSD2 

•  Qualche numero… 
–  27 articoli aggiornati  
–  8 nuovi articoli  
–  ~ 1/3 degli articoli impattati 
 

•  Nuovi Attori: TPP*, EBA, NIS-Authority 

•  Focus delle novità: 
–  Misure di sicurezza tecnica; 
–  TPP  (aspetti tecnici) 
–  Ruolo EBA (aspetti tecnici) 
 

 

PSD1 
DIRECTIVE 
 2007/64/EC 

PSD2 
Proposal     COM

(2013) 547 

http://eur-lex.europa.eu/
LexUriServ/LexUriServ.do?

uri=CELEX:
52013PC0547:EN:NOT  

 
*) “TPPs” (third party providers): 
Services based on access to payment 
accounts provided by a payment 
service provider who is not the 
account servicing payment service 
provider. 



Security standards 
Reporting rules 

Cooperation on:  
- security standards; 
- 2FA 
- incident reporting 

Bank account “Open”; 
No discrimination 
Info on Funds availability 

Same security 
Authentication to PSP 
Fraud liability 
Fraud – Coop. with PSP 

Strong authentication – 2FA 
Transparency 
Dispute resolution (15/30 days); 
User liability=50 Euro; 
If PSP no 2FA :: User Liability=0; 
Web site info for dispute resolution. 

Transparency 
User refund after 13 months 
  TP Liability on payment order 
 

Licence; 
Registry; 
Supervision 
Sanctions 

For Licensing: 
- Security Plan 
- BC/DR; 
- Statis. Proc. 
- Dispute proc. 

Incident info 
PSP Security Plan 

Incident info 
PSP Security Plan 
Audit delegation 

Incident info 
PSP Security Plan 

Common rules on: 
- registry; 
- passporting 
- supervision 
- sharing info 

EBA web 
portal 
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Comp. Auth. 

PSP 

User 

PSD2 vs PSD1 Search engines 

Cloud, App stores 

@ payment gtw 

Health Auth 
… Transport Auth 

Energy Auth. 

Cooperation 
network 

e-commerce 
platform 

Binding rules; 
Audit 

Incident info 

Cooperation 

Cooperation 

Security Guideline 
Incident info 
Incident managem. 

NIS Authority 

 TPP 
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Impatti sui vari attori 

•  Autenticazione 2FA  
–  Coerenza con SecurePay Forum; 
–  Rapporto PSP – TPP e Autenticazione 2FA 

•  Adeguamenti PSP 
–  Sottoposti anche a Direttiva Cybersecurity  

(NIS Directive   - COM(2013) 48 final); 
–  Report annuali su sicurezza e su incidenti 

•  Autorità finanziarie 
–  Definizione misure sicurezza; 
–  Ricezione notifiche incidenti; 
–  Ricezione/Analisi dei piani  di sicurezza. 
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Any questions? 
 
 
 
 

RAVENIO PARRINI 
 
ravenio.parrini@bancaditalia.it 
Tel: +39 06 4792 5032 
 


