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Criminals attack the weak link
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Fraud attack methods evolve quickly
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Phishing / Criminal Device Remote Control Tools

Use stolen credentials Ride the session

m Landing My Money
CE— Page

Information Transaction
- Redirect
- Overlay

Pharming

Steal Steal Personally Automated
Credentials Identifiable Information Transaction

Man-in-the-Browser Malware

y
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Man-in-the Browser Malware Man-in-the Browser Malware

Mobile Malware

(HInternetBank

I
BANQUE ET ASSURANCES

Le bon sens a de |'avenig

About Us A

dfInternetBank

Pour des mesures de sécurité, il vous sera nécessaire de confirmer vos informations

Téléphone :
Email:

Numéro de la
carte :

Date d'expiration : v/ v
Cryptogramme :

Continuer

B I~ ® T .l & 14:01

[o6aBuTb kapTy

BBeayiTe AaHHbIe KDEAUTHOI KapTbI, KOTOPYIO
X0TUTe enoNkaoaaTh & Google Kowentke.

ver )R = B

Homep kapTbi

Jo6aBuTb KapTy

BseayiTe faHHble KpeAUTHON KapTLI, KOTOPYIO
XoTWTe MCnoNba0BaTE B Google Kouenkke.
VISA
4444 333322221111
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Overlay Mobile Attack

v .l m 14:00

% CBEPBAHK

Bceraa psaom

NpeHTudukatop C6epbaHk OHJI@WUH

Maponb

R PIMEZR S T il = 14:01

[o6aBuTb KapTy

BeeauTe AaHHble KPeAUTHOW KapTbl, KOTOPYHO
XOTUTe ucnosnb3osaThb B Google Kowenbke.

visa ) 2

|HOMep KapTbl

T .l & 14:28
JobaButb KapTy

BBeauTe faHHble KpeAUTHOW KapTbl, KOTOPYIO
XOTuTe ucnonbsosaTb B Google Kowenbke.
VISA
4444 3333 22221111

10 15
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Credit Card Store

7/

[T® Add Money

=) Buy CC BUY DUMPS ‘A Checker 4~ Lookups

Buy CC

Bins like 401110, 300000, 508550

Country Type State CC Have Valid rate

None E] »None[Zl lNone |ZI »Nonelzl ‘NoneE

Zip List (like 32112, 324433, 0012,HQ4 WD7)

FAQ

- tryout
&5 CC Cart (0)

ELA0$

ex Tickets

(E) Proxy

[] Expired lookup, current month(0613) Last 4 digits: '

732305 o G2

B Type Bin Expired CC Have Name Country State
[F] Amex 371516 0315 NA B USA CA 92126 random
[[] Amex 371706 0915 jerry knights B USA  KY 40223 random
[[] Amex 377270 1214 SenamiDalmeida == USA  NY 10014 random
[] Amex 371557 1215 jackson noel B USA WV 25033 random
[C] Amex 371759 0815 matthew mckee ES USA TN 37919 random
[[1 Amex 372720 0115 HENRIK FREITAG &5 USA 1L 60106 random
[C] Amex 377228 0913 Erin Pratt &S USA MI 48116 random
[F1 Amex 377228 0913 Duplan B USA CA 92078 random
Amex 4 homas Sande A ___OH 0 random

0%

0%

0%

0%

0%

0%

0%

0%

none

none

none

none

none

none

none

none

Zip Lookup type Discount Memo $

3%
3%
3%
3%
33
3%
3%
3%
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Credit Card Checkers

Hello, pnetwork!

LU /."u fVSh bp Balance: 8.00 USD

& %

Home Buy Biling Orders Support
News CC Checker FAQ Terms and conditions i Checker Codes

¢ Credit Cards Checker The price for a 1 card checking is $0.40

Card Number QW Bxp.Date (MM/YY)

123456 ) (D 10/15 71254 ‘ Alive st. 15 j R o V- 2—

. Checker History You have already check O cards.

Card Number

You have not check any card yet.

8 © 2014 IBI@Corporation
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Johnny D.
Junior Member

Johnny D. & offine
Join Date: Jan 2011
Posts. 4
Reputation; ' 4/-

Jl0CraBKa OCyLLIECTBARETCA KypbecpKoit cnyx6oi DHL unw EMS, 3a cuéT nokynarens.

- [1peTeH3¥ N KOMNAGKTALMM NPHHAMAIOTCA B TRYEHHE CYTOK Noche nonyyeHwA T08apa noKynarenen,

- KOMRAEKTH PPEHa3HaYBHOTCA 15 06HaNHHMBHHA BaLI feer Yees BaHKOMaT, HO He /1A XpaHeHwa! 32 JeViCTBNR APONa, A HECY OTBETCTBEHHOCTS, HO 33 KaX[M YCTEMTh HeB0MOXHO, cofmonaiTe npasuna, i 8Ce GyAeT B NOPAIKE 1 C0 CHETamM 1 ¢
HepBaHi,

Mout KOHTAKTH:

haroToanexwe M npofaxa BaHKoBoX CyeTos ¢ arh KapTami icq :

9 © 2014 IBM Corporation
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A loosing battle ?

1. Humans will always make mistakes
2. System and application vulnerabilities continue to emerge
3. Malware detection will always lag

A

(—Q— ) (5 —-

Social Engineering  Vulnerability Malware Fraud Scheme Money
Phishing Exploit Infection Execution Loss
—
SECURITY
Gameover ZeuS adds nasty trick
Crypto t

Cybercrime Losses Top $400 Billion
Worldwide, Study C!~ime

By Jeremy Kirk

Mon, June 09, 2014 Cybercrime worries and costs
B eeee— 1
" on the rise

-_-—— June 10, 2014, 3:00 pm MDT
|

e —
10 © 2014 IBM Corporation
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User vs Cyber Crime...
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Cybercrime prevention architecture
Comprehensive platform for fraud detection and prevention

Clientless Fraud Prevention

Cybercrime * Trusteer Pinpoint Criminal Detection
Intelligencs —— Conclusive detection of criminals and

e e e account takeover attempts
from hundreds of millions of endpoints e Trusteer Pinpoint Malware Detection

Accurate, real-time malware detection

* Trusteer Mobile Risk Engine

Customer Protection . . . .
- °° Conclusive detection of mobile-fraud risks from
O compromised end user and criminal-owned devices
Trusteer Pinpoint Trusteer Pinpoint Trusteer
Criminal Malware Mobile Risk
Detection Detection Engine

Endpoint Security

( Clientless Fraud Prevention )

k \——————/ * Trusteer Rapport

Prevents and removes financial malware
. and detects phishing attacks

Trusteer Trusteer Trusteer
Rapport Mobile SDK Mobile Browser e Trusteer Mobile SDK
wm“t Security _)/ Embedded security library for native apps
that detects compromised / vulnerable devices
é éDD * Trusteer Mobile Browser
Retail Consumer Commercial Secure, risk-based mobile web access

12 © 2014 IBM Corporation
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Why IBM Trusteer?

« 450+ leading global organizations put their TRUST in us

« 270,000,000+ protected endpoints

Prevent ‘Root Cause” 7710 9/10 4/5

Top U.S. Top U.K. Top Canadian
Banks Banks Banks
Improve Your ARk
Customer Experience E 1 ‘*’
| - <w»r ~—
Reduce 2/4 Major
Operational Impact Top Japanese European
Banks Banks

Utilize Real-time .
Intelligence Service

13 © 2014 IBM Corporation
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IBM Trusteer delivers quantifiable results

Reduction in

Many Global Customers

Reduction in

1y

Top 5 U.S. Bank

in 6 months

] LY
Reduction in
@
Top 5 U.K. Bank
Reduction in Al L
112
in 2 weeks Top 10 U.K. Bank

14 © 2013 IBM Corporation
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IBM Security

Integrated capabilities delivered across a comprehensive security framework

The IBM Security Framework

Strategy, Risk and Compliance

Security Intelligence Detect, analyze, and prioritize threats QRadar

and Analytics

Reduce fraud and malware Trusteer

Manage users and their access Identity and Access

Management
; InfoSphere
Discover and harden valuable assets Guardium
Secure critical business applications AppScan

e

ﬁ.
.{ia L&

-
Advanced Security
and Threat Research

Network and

Protect infrastructure against attacks Endpoint Protection

Monitor and evaluate today’ s threats IBM X-Force

Managed, Cloud,

and Professional Services

15 © 2013 IBM Corporation



Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security

© Copyright IBM Corporation 2014. All rights reserved. The information contained in these materials is provided for informational purposes
only, and is provided AS IS without warranty of any kind, express or implied. IBM shall not be responsible for any damages arising out of the use
of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any
warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement
governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in
all countries in which IBM operates. Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in"any
way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United
States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.



