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Fraud attack methods evolve quickly 
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Man-in-the Browser Malware 

Fraud attack methods evolve quickly 
Man-in-the Browser Malware Mobile Malware 
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How Times Have Changed… 
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Overlay Mobile Attack 
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Credit Card Store 
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Credit Card Checkers 
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Identity Services 

Selling bank accounts packages: 
•  Bank account information + ATM card 
•  Online banking credentials 
•  Official documents (including passports) 
•  Price: 12,000 Ruble (~$360) 
 
Also offering a cashout service for a 5% fee 
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1.  Humans will always make mistakes 
2.  System and application vulnerabilities continue to emerge 
3.  Malware detection will always lag 

A loosing battle ? 

SECURITY 

Gameover ZeuS adds nasty trick 
Crypto to slip through firewalls 
By Richard Chirgwin, 4 Feb 2014 
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Cybercrime worries and costs  
on the rise 
 
June 10, 2014, 3:00 pm MDT 
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User vs Cyber Crime… 
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Cybercrime prevention architecture  
Comprehensive platform for fraud detection and prevention  

Clientless Fraud Prevention 
•  Trusteer Pinpoint Criminal Detection 

Conclusive detection of criminals and  
account takeover attempts 

•  Trusteer Pinpoint Malware Detection 
Accurate, real-time malware detection  

•  Trusteer Mobile Risk Engine 
Conclusive detection of mobile-fraud risks from 
compromised end user and criminal-owned devices 

Endpoint Security  
•  Trusteer Rapport 

Prevents and removes financial malware  
and detects phishing attacks  

•  Trusteer Mobile SDK 
Embedded security library for native apps  
that detects compromised / vulnerable devices  

•  Trusteer Mobile Browser 
Secure, risk-based mobile web access 
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•  450+ leading global organizations put their TRUST in us 
•  270,000,000+ protected endpoints 

Why IBM Trusteer? 

Prevent “Root Cause”  
of Fraud 

Reduce 
Operational  Impact  

Utilize Real-time 
Intelligence Service 

Improve Your  
Customer  Experience 

7/10 
Top U.S.  
Banks 

9/10 
Top U.K.  
Banks 

4/5 
Top Canadian 

Banks 

Major 
European 

Banks 

2/4 
Top Japanese 

Banks 
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IBM Trusteer delivers quantifiable results 

Top 5 U.S. Bank  

Top 10 U.K. Bank  

Top 5 U.K. Bank  

Many Global Customers 

Reduction in  
Cross Channel Fraud 
in 6 months 

Reduction in  
Phone Channel Fraud  
in 2 weeks 

80% 

Reduction in  
Risk Engine False Positives 

  50% 

  30% 

  Reduction in 
Online Fraud 

100% 
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IBM Security 
Integrated capabilities delivered across a comprehensive security framework 

QRadar 

Trusteer 

Identity and Access 
Management 

InfoSphere 
Guardium 

AppScan 

Network and 
Endpoint Protection 

IBM X-Force Monitor and evaluate today’s threats 

Detect, analyze, and prioritize threats 

Reduce fraud and malware 

Manage users and their access 

Discover and harden valuable assets 

Secure critical business applications 

Protect infrastructure against attacks 

The IBM Security Framework 
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www.ibm.com/security 

© Copyright IBM Corporation 2014.  All rights reserved. The information contained in these materials is provided for informational purposes 
only, and is provided AS IS without warranty of any kind, express or implied.  IBM shall not be responsible for any damages arising out of the use 
of, or otherwise related to, these materials.  Nothing contained in these materials is intended to, nor shall have the effect of, creating any 
warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement  
governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in 
all countries in which IBM operates.  Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole 
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any 
way.  IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United 
States, other countries or both. Other company, product, or service names may be trademarks or service marks of others. 

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response 
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