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Agenda	  

1. Malware	  Intelligence	  
2. O-‐Day	  Marketplaces	  
3. AnE-‐Fraud	  Bypass	  Trends	  
4. POS	  e-‐Crimes	  
5. Money	  Laundering	  Intelligence	  
6. QuesEons	  
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ExecuEve	  Summary	  

•  Cyber	  Intelligence	  
•  Context-‐aware	  Cyber	  Intelligence	  PlaWorm	  (SIGINT)	  
•  OperaEve	  Human	  Intelligence	  (HUMINT)	  
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IntelCrawler,	  LLC.	  



Capability	  &	  Capacity	  

15 years HUMINT experience 

20 years SIGINT experience 

1,520,000 bad actors monitored 
 
752,000 attacks identified 
 
5 TB per day of aggregated data 

Rapid intelligence response 
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New	  Players	  in	  Online-‐Banking	  The`	  
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Online-‐Banking	  The`	  Malware	  Trends	  
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#1 - HunterDollar	  



Online-‐Banking	  The`	  Malware	  Trends	  

08/06/15	   For	  Public	  Release	   7	  

#2 - BetaBot	  



APTs	  become	  easier	  –	  Sign	  Your	  Malware!	  
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+1 Digital Certificate for Code Signing (BTC 4.50)	  



0-‐Day	  Exploits	  Trading	  -‐	  Huge	  Market	  
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+1 Digital Certificate for Code Signing (BTC 4.50)	  

The latest Flash Patch 
         (24.05.2015)   	  



0-‐Day	  Exploits	  Trading	  -‐	  Huge	  Market	  
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10 000 USD	  



Browser	  AnE-‐Detect	  Mechanisms	  
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Used In 99% Anti-Fraud Products (Online-Banking)	  



Browser	  AnE-‐Detect	  Mechanisms	  
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- WebCRT 
- Canvas	  



Point-‐of-‐Sales	  InfecEons	  
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VS 



Cyber	  Afack	  Lifecycle	  (POS)	  
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Cyber	  Afack	  Lifecycle	  (POS)	  
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Money	  Laundering	  Intelligence	  

Reasons	  for	  Suspicion	  

Drug	  /	  Weapon	  /	  Human	  Trafficking	  
	  
Tax	  Evasion	  
	  
Declined	  Business	  
	  
Organized	  Crime	  

Fraud	  

Money	  Laundering	  

CorrupEon	  
	  
SancEons	  
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Money	  Laundering	  Intelligence	  

Sta7s7cs	  
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Corporate	  
Accounts	  

Private	  Banking	  

VCC	  /	  Credit	  Cards	  

Payment	  Systems	  

Merchants	  



Money	  Laundering	  Intelligence	  Database	  

Types	  Of	  Intelligence	  
	  

•  Money	  Mules	  
•  Suspicious	  OrganizaEons	  
•  Government	  /	  SancEoned	  Lists	  
•  E-‐Crime	  /	  Organized	  Crime	  

Alterna7ves	  
	  
-‐	  Thompson	  Reuters	  Risk	  Intelligence	  
-‐	  Lexis	  Nexis	  
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STYX	  
XML	  
JSON	  

SUBSCRIBE	  (Only	  For	  Banks	  &	  LEA)	  



Money	  Laundering	  –	  Typical	  Scheme	  
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Money	  Laundering	  –	  Non-‐Typical	  Scheme	  
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“Providing	  Anonymous	  Banking	  Accounts”	  (EU/USA/UK)	  
(14.05.2015,	  2:27	  PM)	  



Money	  Laundering	  –	  Non-‐Typical	  Scheme	  
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15/25%	  -‐	  big	  corporate	  accounts	  
Also	  Individuals.	  Will	  help	  you	  to	  transfer	  or	  hide	  your	  money	  



Money	  Laundering	  –	  Non-‐Typical	  Scheme	  

08/06/15	   For	  Public	  Release	   22	  



Money	  Laundering	  –	  Non-‐Typical	  Scheme	  
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Sea-‐Based	  LogisRcs,	  Warehouse	  



Money	  Laundering	  –	  Non-‐Typical	  Scheme	  
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“Asian”	  Path	  



QUESTIONS	  
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ak@intelcrawler.com 
www.intelcrawler.com  


