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Executive Summary

e Cyber Intelligence
* Context-aware Cyber Intelligence Platform (SIGINT)

 Operative Human Intelligence (HUMINT)

IntelCrawler, LLC.
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Capability & Capacity

Cambridge, MA
Brampton Norwhich, CT

Albany, NY A
15 years HUMINT experience — i
St. Louis, MO Meriden, CT Shanghai, China

Berkeley Heights, NJ

Reston, Culpeper, & Chantilly, VA Hong Kong, China

20 yea I'S S I G I N T eXpe ri e n Ce Research Triangle Pk, NC

Stennis, MS

Newark, DE
Kuala Lumpur, Malaysia

Chamersburg, PA

Singapore
Hanover and Lanham, MD
Santiago, Chile Sydney, Australia
Sao Paulo, Brazil

1,520,000 bad actors monitored

Melbourne, Australia

752,000 attacks identified Bristol, UK

Northern, UK

Copenhagen, Denmark

Luxembourg
Tunbridge Wells, UK

5 TB per day of aggregated data Aylesford, UK

Sevenoaks, UK

Friedrichshafen, Germany
Nodia, India

Hyderabad, India
Maidstone, UK

e QO
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Channai, India

Rapid intelligence response

Consumer Travel

Communications
and and Natural Services Sector and and
Technologies Resources Retail Transportation

Energy

08/06/15 Client Confidential 4



New Players in Online-Banking Theft

» BaHkoBcku/ TpoAH Kronos, vinny@exploit.im $3,000

Meanrcca na remy | CocBumnre apyry | Bepcnn ann newere

VinnyK

AaaTtansmoc

Penyrauua




Online-Banking Theft Malware Trends

/a HuNT€R&dollar; | Status - Microsoft Internet Explorer

File Edit View Favorites Tools Help #1 = Hunte rDO”ar

O Back ~ _} . gj @J .'\J ’ /.- ) Search S ? Favorites @(’

Address éﬁ http:}/localhostfadminfcontrolf?status

summary



Online-Banking Theft Malware Trends

#2 - BetaBot

: duyani3@HH

] Reverse engineering

] Coding : duyani3@HH
] Builder VUersion : 0.2
] BetaBot Uersion : 1.7.8.1
] Credits : OllyDbg & IDA, Kernelmode.info, Spotify ¢ Idina Menzel - Let i
» testaccPHH

] Uisit us on www.hackhound.org | Mate, I am not gay just because I am lis

ng to Idina Menzel...

B@Please press return to start...

JRegistry startup name <(max. 42):
hetabot



APTs become easier — Sign Your Malware!

My Purchases

Search

Categories

0-Day exploits (5)

o FUD Exploits (4)
o 1Day Private Exploits (3)

Information (9)

o Money (40)

o Source Code (8)
o Spam (3)

o Accounts (8)

o Cards

Other Tools (4) The real GovRAT BTC 4.50000000
o RATs (1)
o Hardware (2)

Drugs (39) You are buying the source code + Instructions on setup and compile + 1 digital certificate for code siging to sign your
files.

100 percent FUD - Tested with the strictest firewall policies and AV rules. Message

+1 Digital Certificate for Code Signing (BTC 4.50)



0-Day Exploits Trading - Huge Market

» SALE: Exploits

insomnius ()

KunobanT

EE

Mpynna: MonezoeaTene
CoobweHui: 32
Pervcrpauma: 12.11,.2013
MonezoeaTene N2 52 096
AeATENEHOCTE! ApYyroe

Penyrtauma: 1
- [ 0% - xopowo ) <+

018.11.2013, 21:35

MNMpoaam 3IKCNAOUTDI

1. CVE-2013-3918 IE
PabBortaeTt nog IE 7, 8, 9, 10,
Obxop ASLR - infoleak.

2. CVE-2014-0274 1IE PoC

3. Oday IE 9, 10 PoC use-after-free

4. CYE-2014-0497 flash
CpabaTteleaHue ~95% Ha ve, dd.

MoapobHocTH B #abbepe
insomnius@exploit.im

insomnius@xmpp.jp

PS Ha cnyyan yroda xabsl Nnpeanarak c

PPS Bo3MoxHa pazpaboTea/aopaboTea & |

okl ECSUTS) GM) ADCER)|[GBEEX)
insomnius D 24.05.201S, 10:37

onaM (

o :)The latest Flash Patch
(24.05.2015)

D e

insomnius




0-Day Exploits Trading - Huge Market

» *NEW* ring0 LPE Exploit For Sale [All win ver], ¥a3sumocTb CYE-2015-0057

luxor2008 ()

MerabanT

EEE

Mpynna: MonezoeaTene
CoobweHui: &3
Perncrpauna: 25,05,2002
Monezoeatene N2 11 240
ASATENEHOCTE ! KOAMKHE

Penytauma: S

- l 1% - xo powo ] +

Moanncra na vemy | Coobuy

@ D 22.04,2015, 15:37

EBcenm mobporo mHT! 10 000 USD

IMponaw anepHsni LPE swcromomr 2015 ronma.

Vulnerability: CVE-Z015-0057 (Published: February 10, 2Z015)

supported architecture: x36/x64

Developunent stage: vwl.1l.1900 (stable)

0BxomAaTcd BCe EBOSMOMHEES Ha OaHHED! MOMeHT SaupiTi Windows:

SMEP

Kernel DEP

KA5LR

Integrity Level (Bmxon M3 Low)
NULL Der rence Protection

TAC



Browser Anti-Detect Mechanisms

Client-Side: HTMLS5 Canvas Fingerprinting
[AD]
This is a simple Proof-of-Concept that Browser Fingerprinting is possible without any of User-Agent identifiers.

The method is based on the fact that the same HTMLS Canvas element can produce exceptional pixels on a
the system on which it was executed.

This happens for several reasons: at the image format level — web browsers uses different image processin
level, final images may got different hashes even if they are pixel-perfect; at the pixmap level operating
settings for anti-aliasing and sub-pixel rendering. We don't know all the reasons, but we have already co

signatures.

well, let's begin. After the tables we give a brief explanation

S SuUprk
Canvas (basic support)

Text API for Canvas

Database Summary :

Total Visitors Processed 757106
Total Sets (User-Agents) 41051
Total Groups (Signatures) 2626

Your Fingerprint

Signature SDAOFFSD

Used In 99% Anti-Fraud Products (Online-Banking)



Browser Anti-Detect Mechanisms
ANTICANVAS SETTINGS

- WebCRT
- Canvas

Context Param Change Color HEX Value

strokeStyle #0073ff

fillStyle D

Context Param Change Font [BESEVH | IPTEFIFWII.

©  Anticanvas

canvas fingerprint

76 replies to this topic

font verdana

isenwotan Posted 05 December 2014 - 04:16 AM

Wrak, rocnoga. MNpeacraenso eam co6CTBEHHD
‘ YHaCTHWKam hopyma, BO-BTOPbIX - Ans TecTa.B

1
(-‘ Kavaem 1y1 . B dhaepdokce xmem CTRL+O - B

| (TEST) ]

-\l



Point-of-Sales Infections

VS




Cyber Attac

xlightshop.com

/api/sop2.exe (Autolt)

/api/sop.exe

5.39.216.155

/crss.exe

_ tr -

sopvps.hk

/java.exe

/sop.exe

Command

lexec/

*11201402040051502866.exe

193.109.68.219

lexec/

-

POST /RPC2 HTTP/1 1
POST /post HTTP/1.1

privBdarkshop.com

/clients/

™11201310141836074477 .exe

/clients/

Command

lexec/

™11201310141513013990 exe

5.39.216.155

lexec/

-

POST /IRPC2 HTTP/1.1
POST /post HTTP/1.1

/clients/

™11201310150340282788.exe

/clients/

k Lifecycle (POS)

\LOCALS~1\Tempisvchost exe
\LOCALS~1\Templaut2E tmp
\LOCALS~1\Tempisop2 exe
\aut28.tmp

\Application Data\jushed exe

% =4l

POST /RPC2 HTTP/1.1
POST /post HTTP/1.1

\Application Data\Java SE Platform
Updaterjusched exe
\Application Data\Java SE Platform
Updaterjucheck exe
\Temp\1201310141836074477 exe

\Temp\svchost exe
autD 1mp

e B

\Application Data\Java SE Platform
Updaterusched exe
\Application Data\Java SE Platform
Updater\jucheck exe

\Temp\1201310141513013990 . exe
\Temp\svchost.exe




/api/sop2.exe (Autolt)

/api/sop.exe

xlightshop.com

\LOCALS~1\Temp\svchost exe
\LOCALS~1\Templaut2E tmp
\LOCALS~1\Templsop2.exe
\aut28.tmp

\Application Data\jushed.exe

\Application Data\Java SE Platform
Updaterjusched exe

\Application Data\Java SE Platform
Updaterjucheck exe
\Temp\1201310141836074477 exe
\Temp\svchost exe

autD tmp

®

\Application Data\Java SE Platform
Updaterjusched exe

\Application Data\Java SE Platform
Updater\jucheck. exe
\Temp\1201310141513013990.exe
\Temp\svchost exe

/ Command
5.39.216.155 crss.exe
It
fiava.exe POST /RPC2 HTTP/1.1
POST /post HTTP/1.1
/sop.exe
Command
lexec/
1201402040051502866.exe
sopvps.hk lexec/
193.109.68.219
-
POST /IRPC2 HTTP/1.1 [clients/
POST ipost HITFALS 1201310141836074477 exe
[clients/
Command
»
lexec/
1201310141513013990.exe
|| privBdarkshop.com /exec/
5.39.216.155
-
POST /RPC2 HTTP/1.1 [clients/

POST /post HTTP/1.1

1201310150340282788.exe

[clients/

LS




Money Laundering Intelligence

Reasons for Suspicion

Fraud Drug / Weapon / Human Trafficking
Money Laundering Tax Evasion
Corruption Declined Business

Sanctions Organized Crime



Money Laundering Intelligence

Statistics

08/06/15

For Public Release

™ Corporate
Accounts

™ Private Banking

M \/CC / Credit Cards

™ Payment Systems

® Merchants

17



Money Laundering Intelligence Database

Types Of Intelligence

IntelCrawler

e Money Mules

* Suspicious Organizations

* Government / Sanctioned Lists
e E-Crime / Organized Crime

Alternatives

- Thompson Reuters Risk Intelligence
- Lexis Nexis

SUBSCRIBE (Only For Banks & LEA)




Money Laundering — Typical Scheme

LAYERING

A TYPICAL oirty Money integrates

into the Financial System
Collection of Dirty Money MON EY

LAUNDERING Pormensy Qi

the Bank

Ise
SCHEME M/' Y
B -

Company

Financial Investments

Commercial/Industrial Investments INTEGRATION




Money Laundering — Non-Typical Scheme

A REEE < ¥BX < £E9XH =

S E 4RI 4K

POSTREPLY X Q TFHIRANFIH. WE 10 BT e E: 1/

ER HEERRITIKF+FK

#BF: 6 K= yinka » §E S8 14, 2015 2:27 pm
=%: 5 58 14, 2015
S AR BASEERCRLD ARAAREESHRS -

RITAPEBHSRZAEEZTTRA®E, NEEREF+F{E-RIRUE+FHF+F PuEbi -
ik BRECHSNRE. pIATER . CE . ke &L AR W, REHE, FEXAE-
MAEFEIFMNQQ:447795958%. M, QQA/ S, EEEHI# -

AEHMTEERS . MR, CRIEN, EMENCREMESLER. FREL, WA RE, 72
BEEEBABRERESRTEE - FHFEHH

“Providing Anonymous Banking Accounts” (EU/USA/UK)
(14.05.2015, 2:27 PM)



Money Laundering — Non-Typical Scheme

OnnayeHHan pexnama

OOH an-cepsuc or Mavroo9o

HanuMm op. NnMua (KOMMCCHA OT
30%) v dn3. nnua (KOMHCCHA
oT 25%). AKUMA: Hanum QIWI
33 15%. KpynHas npuemka 8

KUTAE. IENO3UT 22 000 USD.

On-line cepsnc no npoaaxe aeberopnix Kapr - 24/7. QIWI/Anaexc
Kowensxku. OnepamTenas A0CTaBKa.

QvyP. (npocmatpusawT: 1)
Hanum QIWI, WM, 84, NpuruMaw 3anuesl Ha MTC ,Bunaix, Meradon.
: A B HMANM A\

15/25% - big corporate accounts
Also Individuals. Will help you to transfer or hide your money



Money Laundering — Non-Typical Scheme

08/06/15 For Public Release 22






Money Laundering — Non-Typical Scheme

iy © %
‘benapych,
onbwa / i

IH3IEMHOE
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Cypan

“Asian” Path

KasaxcraH

[ ™

| #Y3bekucran
\ o
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I )
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QUESTIONS

ak@intelcrawler.com
www.intelcrawler.com



