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Il concetto di velocita

+ La trasformazione economica sara
sempre piu veloce, inarrestabile,
implacabile cambiera il lavoro,
uccidendo vecchi posti e creandone di
nuovi

 Cambiera pesantemente gli equilibri tra
stati, tra aziende e tra stati e aziende
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La protezione del
Cyberspace € adizione
necess%}a per la osperité
economica a nazione
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Unicita del Cyberspace

* Non esiste divisione tra pubblico e
privato, tra militare e civile. Un ambiente
dove tutto e duale!

 Vulnerabilita non numerabili, attacchi in
costante aumento per precisione e
potenza

 Nessuno puo pensare di gestire questa
complessita in isolamento
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Risposta come sistema
paese alla protezione del
cyberspace nazionale
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2015 TRENDY ATTACKS IN
CYBERSPACE



Ramsonware
Denial of service
Cyber espionage
Wiping
Cyber2Physical
Dox(x)ing
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R a m s c FOR THE SECOND TIME EVER, A CYBERATTACK
CAUSES PHYSICAL DAMAGE
KIND OF WAR

WIpIiNG s ‘
Cyber2PhysncaI

Ukrameblaekout is a cyberattack
milestone



Attacco a Swift (sﬁﬁ?)

NS-d

Conti statunitensi della banca centrale del
Bangladesh

Traferiti attraverso 30 transazioni swift
false per un totale di 850M$. Di cui 80M$
scomparsi in una banca filippina

Truffa avvenuta inserendo operazioni
fraudolente nel protocollo swift

Altre situazioni simili stanno emergendo
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201 [talian
S Cyber Security Report
A National

Cyber Security Framework
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NATIONAL CYBER SECURITY

FRAMEWORK
WWW.CYBERSECURITYFRAMEWORK.IT



Framework initial objectives

* Bring cyber risk in the executive
board of organizations (not confined
to the technical space)

* Approach cyber risk as an economic
risk (part of the organization's overall
risk management and decision
making processes)
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Framework initial objectives

» Take economic landscape of Italy

Into account
* More than 69% of the Gross Domestic
Product comes from SMES

E Small number of Cis and Large Enterprises

e Usable by SMEs
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Framework initial objectives

 Be compliant with other international
frameworks and standards in order to improve
information sharing and national duty of care

« Be compliant with other frameworks and not
reinventing the wheel (starting from NIST
Cyber Security Framework for Cl)

* Increase the computer security market helping
the structuring of the demand
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"...It 1Is an important step toward the
empowerment of the italian
companies irrespective of size and
market sector with a strategic self
evaluation reference.....

2015 Intelligence report to the Italian Parliament (march2016)
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From NIST Cl Framework to ltalian
National Framework

» Implementation tiers -
 Framework core

RRRRRRR

» Profilesy s -~ o - "R

----—-E’—----E__.——_._._'"F-’—--_—_"-—----------------.

* Priority levels
* Maturity levels
« Some Legal IR
» Guidelines
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Framework as link between ERM & IT Standards

Priority levels

!I_’T‘p'eme“tatm“ National Cyber Security Framework Maturity Levels
(g

Enterprise Risk IT & Security
Management

Standards/
Critical Infrastructures Framework

COBIT

I} HO0103S NOILONAOHd

N HO.1D3S NOILONAOHd
¢ 40.103S NOILONAOYd
N HO103S @31viNO3d
I HOL1D3S d31viNO3y

Small and
B Medium Enterprises

¢ H01903S a3ivinov3ad

Contextualization for a productive/regulated sector Framework contextualization

D("—' SECTOR ] .J . P
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6. A Framework contextualization for SMEs

Function Category Subcategory Priority Informative References
CCSCSC1
COBIT 5 BAI09.01, BAI09.02
ID.AM-1: Physical devices and © ISA 62443-2-1:2000 4.2.3 .4

systems within the organization HIGH

are inventoried ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8
CCS CSC2

- COBIT 5 BAI09.01, BAI09.02, BAI09.05
TD.AM-2: S0 © ISA62443-2-1:2009 4.2.3.4

and applications within the HIGH
organization are inventoried

ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A.8.1.1, A.8.1.2

Asset Management (ID.AM): The - NIST SP 800-53 Rev. 4 CM-8
data, personnel, devices, systems,

and facilities that enable the CCSCSC 1
organization to achieve business JID.AM-3: Organizational - COBIT 5 DSS05.02
purposes are identified and managed Jcommunication and data flows LOW - ISA 62443-2-1:2009 4.2.3.4
consistent with their relative are mapped S RomEeo i

importance to business objectives
and the organization’s risk strategy.

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8
COBIT 5 AP0O02.02

ISO/IEC 27001:2013 A.11.2.6

NIST SP 800-53 Rev. 4 AC-20, SA-9

COBIT 5 AP003.03, APO03.04, BAI09.02

ISA 62443-2-1:2009 4.2.3.6

ID.AM-S: Resources (e.g., 5 ISO/IEC 27001:2013 A.8.2.1

hardware, devices, data, and - NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14
software) are prioritized based on MEDIUM
their classification, criticality, and
business value - Mandatory for the Governative Agencies according to 50-

bis, comma 3, lett. A of CAD

ID.AM-4: External information
systems are catalogued

COBIT 5
ID.AM-6: Cybersecurity roles . ISA 6244%.
and respons1b111t1§s for the entire . 1sonec 2%
workforce and third-party HIGH
stakeholders (e.g., suppliers,

At nnann smnwbinann) awea

OI.OEWOG.OT)
: Ooffbaeﬁ%curity National Lab
2013 A.6.1.1




Function

6. A Framework contextualization for SMEs

IDENTIFY
(ID)

partners) are established

information and IT
tools by all involved parties
(e.g.

L L. . . W4 _ _4_ 4w _ 1

them the commitment of the
Owner and of the Company
Top

A LR T

Subcategory Reference to  Level 1 Level 2 Level 3
: the Guide
Assets inventory, Assets inventory, Inventory,
classification and update classification classification and update
(intended as information, and update are performed in |of assets is done
applications, available part in automatic mode that |completely in automatic
systems and equipment) are |allows at least to automate mode, allowing to
performed mainly manually [the "discovery" phase of manage the entire lifecycle
ID.AM-1: Physical devices Table 6.1: according to a defined and |systems of zfn asset (identification,
il Assets controlled process connected to the network, by |assignment, status
and systems within the . . . . .
- . 4 identification detecting their changes,
organization are inventoried L
(IA) characteristics removal, etc.)
(installed hardware, software,
configurations, etc.)
and registering the target
inventory
in a central repository
ID.AM-2: Software platforms 12?::56.1: See ID.AM-1 See ID.AM-1 See ID.AM-1
and applications within the . ) )
organization are inventoried identification
(IA)
The Company Owner and/or (A Company Policy document [N/A
the Top Management for the Cyber Security
designates the defining and
ID.AM-6: Cybersecurity roles representative for Cyber clearly formalizing roles,
and responsibilities for the Table 6.2: Security, formally defining |responsibilities and
entire workforce and third- |Responsibility [its tasks. They also establish |activities required to all
party stakeholders (e.g., assignment technical specifications involved parties, clearly
suppliers, customers, (AR) for an adequate use of communicating to




Contextualization of the framework

The framework can be “contextualized” by:
» Selecting the subcategories of interest

* Defining priority levels

» Defining maturity levels

According to (for example):

— Organization’s economic sector
— Organization’s size
— Organization’s business
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11
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Basics
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Framework come insieme
di pratiche di un
Duty-of-care
per mitigare rischi cyber
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6. A Framework contextualization for SMEs
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Function Subcategory

ID.AM-1: Physical devices
and systems within the
organization are inventoried

Current cyber

6. A Framework contextualization for SMEs

Reference to
the Guide

Table 6.1:
Assets
identification
(IA)

Assets inventory,
clasgiSootionand e dots
(intended as information,
applications, available
systems and equipment) are
performed mainly manually
according to a defined and

controlled process

Assets inventory,
classification

and update are performed in
part in automatic mode that
allows at least to automate
the "discovery' phase of
systems

connected to the network, by
detecting their
characteristics

(installed hardware, software,
configurations, etc.)

Inventory,

classification and update
of assets is done
completely in automatic
mode, allowing to

manage the entire lifecycle
of an asset (identification,
assignment, status
changes,

removal, etc.)

IDENTIFY
(ID)

£1o and registering the target
raale inventory
in a central repository
ID.AM-2: Software platforms Table 6.1: See ID.AM-1 Sagalaitlrl See ID.AM-1
B e Assets
and applications within the . . .
organization are inventoried identification
(IA)

The¢ Company Ownerand/or |A Company Policy document [N/A

the Top Management for the Cyber Security

designates the defining and
ID.AM-6: Cybersecurity roles representative for Cyber clearly formalizing roles, N2
and responsibilities for the Table 6.2: Security, formally defining |responsibilities and 5Q
entire workforce and third-  |Responsibility |its {asks. They also establish |activities required to all Q\
party stakeholders (e.g., assignment technical specifications involved parties, clearly Q’}
suppliers, customers, (AR) for an adequate use of communicating to ,éQO
partners) are established information and IT them the commitment of the A

tools by all involved parties (Owner and of the Company

(e.g. Top




National Cyber Security Framework:
Advantages for large enterprises

—Top Management Awareness

—Help to prioritize their cyber security
actions

—Help to create a substainable
improvement of cyber security
(including cyber insurance)

—Protection of the supply chain
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Advanced Cyber Risk Management

Data Sources Cyber Security Private Governative
Institutional | Private | Open Communities Organizations Organization

QOutside the
Organization

Inside the
:Organization

Cyber Intelligence
Continuous Monitoring

m

Information
Gathering

Threat Modelling

Cyber Security Risk Management

Enterprise Risk Management

Executive Board

Cyber Security National Lab




National Cyber Security
Framework: Advantages for SMEs

— A contextualization of the framework well
suited to SMEs

— 20 quick-wins (similar to cyber essential but
coherent with the national framework)

— A guide on how to implement high priority
security controls

— Reinforcing the supply chain
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Advantages for the Nation

* Provide a common ground where
national authorities can issue

regulations in a coherent way e.g.,
— Autority for Privacy,

— Agency for digitalization of Italy (AgID)
— Presidency of ministry council

— Regulated sector authorities

 International due diligence
« Evaluation of the cyber risk for the
whole nation
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