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Case study  
One innocent typo 

can wipe your device 

In this example which occurred to 
me personally, we’ll examine one 
case in which a careless setup of a 
Gmail account can compromise all 
the mobile devices linked to that 
account. 



Alert   
An alert on a legitimate email 
address comes from a similar 
email address.  Somebody is 
trying to pretend to be me? My 
address is set as “recovery 
address” for the same email with 
a “1” in the end. 



Takeover 
I recover the password using the 

recover address 
name.surname@gmail.com and 
takeover the modified account 
name.surname1@gmail.com 

 



Get password 
I get a recovery mail that opens 

you the door of the account 
name.surname1@gmail.com 



Control 
Checking the account it seems 

clean, just created, no mail sent, 
no suspect of fraudulent activity 

that may be associated to an 
identity theft attempt. We check 
the details of the connections. 



Trace 
From the details of your account 

you can see the history of 
connections to the account, with 

the IP and the type of device 
used. 



Locate 
Using the IP address connection 

history you can geolocate the 
device who set up that account 



Personal info 
The profile of google account 
contains personal information, 
including geolocation. We see 
that the account was linked to 
two different e-mail addresses, 
which differs by only one digit. 



Lock out 
After changing the mobile phone 

number associated to the 
account, the creator has no 

more means to get in. You can 
lock, wipe and make ring the 
mobile device linked to the 

account. 



Hijack 
With the “lock” feature you can 
even “hijack” the remote device 

which will display a message 
and the option to call just one 

specific phone number. 



Remove device 
You can contact the person 
which tried to link his email 
account to yours to verify its 
intentions explaining that s/he 
gave you lock and wipe control 
on his device.  



Case study: 
Lessons to learn 



Cyber-darwinism: the most fit species will survive 
A careless typo on the recovery email 
address when creating your account, with 
n o a w a r e n e s s o f t h e p o s s i b l e 
consequences. 

 

 

The digital identity dies 

(Even if is protected by passwords, SSH 
encryption, two-step authentication. 

Technology is nothing without knowledge) 

Attention, awareness, knowledge and 
intention to exploit information received by 
mistake. 

 

 

The digital identity lives 

(And prevails to weaker digital identities) 



We should trust our 
knowledge more than 
technologies 



The human factor is 
the weakest point of 
the IT security chain 



Dos and don’ts 
Weak passwords which contains your name, 
your year of birth or other personal information. 

Password written on paper bites 

Smartphone without a pin 

Skip software and OS updates 

Click and type with no idea of what you’re doing 

Keys left in the main door of your house 

Strong passwords, but easy to remember. (e.g. 
join your favourite drinks for 7UP.whisky2malt ) 
 
Password manager (Keepass or others) 

Encrypted and protected smartphone 

Do regular housekeeping of your devices 

Be aware of what you are doing 

Keep your house locked and safe.  

 



Common scam schemes lists: 
 

https://www.fbi.gov/scams-safety/fraud/
internet_fraud/ 

https://en.wikipedia.org/wiki/
List_of_confidence_tricks 



Who should have 
control over your 
data? 
 
Who should be able 
to enter in your 
home? 



YOU 

THE VENDOR OF 
YOUR PHONE 

YOUR 
GOVERNMENT 

A COMPANY 
TRUSTED BY YOUR 

GOVERNMENT 

YOUR COMPANY 

HOW STRONG 
ARE THEIR 

PROTECTION
S TO DEFEND 

YOUR 
PERSONAL 

DATA? 



YOU 

YOUR 
GOVERNMENT 

POTENTIA
LLY 

EVERYBO
DY 

FREE TOOLS 
FOR STRONG 
ENCRYPTION 
OF DATA AND 

DEVICES 

IF WE OPEN 
OUR DEVICES 

TO 3RD 
PARTIES, 

THEIR 
CONTENT 
COULD BE 
ACCESSED 

BY... 



People don’t 
care 

The most popular passwords of 
2015 



People don’t 
care 

The most popular passwords of 
2015 



People don’t 
care 

Some examples which I could 
document personally 



Admins don’t 
care 

“You pay as I want, 
I work as you say. 

You pay as you say, 
I work as I want”. 6 EUR WOULD 

HAVE 
STOPPED THE 

BIGGEST 
DATA LEAK 

OF 
IT HISTORY 



Hackers do 
care 

The motivational side of 
system intrusion 

“This is the beauty and asymmetry 
of hacking: just one people, working 
a hundred of hours, can dismantle 
years of work of a multimillionaire 
company. Hacking gives to 
underprivileged people the 
opportunity to fight and win”.  

Phineas Fisher / Hack Back 

Author of the leak against the italian company “Hacking 
team”, accused of selling cybersurveillance technologies to 

autoritarian regimes like Sud Corea, Kazakistan, Arabia 
Saudita, Oman, Libano, Mongolia, Sudan. 

 



Hackers do 
care 

The motivational side of 
system intrusion 

“My motivation was the quest for 
knowledge, the intellectual 
challenge, the thrill and also the 
escape from reality. (...) [with] a lot 
of the companies I targeted, to get 
the software was simply a trophy. 
I'd copy the code, store it on the 
computer and go right on to the 
next without even reading the 
code.”.  

Kevin Mitnick 

Notorious Hacker and IT security Expert 

 



Hacking without a PC: 
 
Blueboxing 
Lockpicking 
Shouldersurfing 
Social engineering 



On March 2, 2000, the U.S. Senate Committee on 
Governmental Affairs held a hearing on the security of federal 
information systems. Kevin Mitnick, who has been called the 
most notorious hacker of all time, spoke before the 
committee: 
“Companies spend millions of dollars on firewalls, encryption, 
and secure access devices and it's money wasted because 
none of these measures address the weakest link in the 
security chain: the people who use, administer, operate and 
account for computer systems that contain protected 
information”. 



Kevin Mitnick hearing to US Senate 
“In my experience when I would try to get into these systems, the first line of 
attack would be what I call a social engineering attack, which really means trying 
to manipulate somebody over the phone through deception. And I was so 
successful in that line of attack that I rarely had to go toward a technical attack. 
(...) 

I obtained confidential information in the same way government employees did. 
And I did it all without even touching a computer. 

Let me emphasize for the committee the fact that these breaches of information 
security are ongoing, even as I stand before you today, and that agency 
employees are being manipulated using social engineering exploits, despite the 
current policies, procedures, guidelines and standards already in place at these 
agencies”. 

 



The solution: 
Awareness & 
Knowledge 



Kevin Mitnick hearing to US Senate (2000) 

“I really have a firm belief that there has to 
be extensive training and education to 
educate the users and the people who 
administer and use these computer 
systems that they can be victims of 
manipulation over the telephone”.  



Digital Divide - ISTAT Statistical data 

Among families with at least one minor: 

87% of families has a PC  
89% has internet access 

Among families with only aged people over 65: 

17,8% of families has a PC 
16,3% has internet access 

http://www.istat.it/it/archivio/143073 



How do we want to 
protect from computer 
fraud that 16% of 
families with elder 
people connected to 
the internet? 



La ricchezza che nasce dalla conoscenza 
-  Investire in conoscenza e formazione 

 

-  Per trasformare il sud Italia in una Silicon Valley basta il valore della 
conoscenza 
 

-  Scommettere sull’eccellenza italiana informatica (FLOSS, Arduino, Security) 
 

-  Sostenere iniziative orientate alla promozione dell’IT Awareness 
 

-  Valorizzare (anche economicamente) le professionalita’ del settore IT 


